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MONITORING PROB

A major activity in Distributed Syste
system components work proper
applications whose compone
Distributed System which cz

At this purpose we intro
monitor any network fol
A NMS has two functic
1.monitoring the net
2.reporting a malfun

In particular, in a

use of sentinel |
nodes and then |




In the case in which a sentinel node comr
the monitoring problem is reduced tc
activity of selecting a set D of nod

all the nodes of the graph withir
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{x,y,z}




We are going to study the possibility to ca
Set tolerant to byzantine nodes, narmr
with grid topology.

Let’s give some
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each pair of a
i=i"and |j-j
j=j and [i-i’




Order of a node: In a grid m x n with vertices
vij has order less than node vk, either if i

Graph’s grade: Given a grap
vertex’s grade with the minim

Neighbourhood of a
to x, including x.
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such that, for ea
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The proposed algorithm will sea +
minimum LDS, checking then if tt

The current algorithm is abl
of one byzantine node. k
doubly dominating sets,
the first set that satiS]c
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ensure that ever

dominating nod
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At each step the algorithm exan

An ID is a set of noc
node:

*If a node is dominz
*If a node is doubly
*If a node is do n

The algorithm t
match to the L




The data structures chosen to impleme
Binary Search Tree (BST) and a generl
of BDT. -

In order to make possible thi
always insert in queues ar
solution.

However, using only :

an already created ID
this problem, one ne




PSEUDOCO JE

(non-anonymous s

Input: A graph G = (V, E) with grid tc
A queue of sets, initially wit
A Binary Search Tree T, i

Output: The minimum LDS c

Procedure:

(1) One extracts t
the non-dot
If such nod



Once the first non-doubly do
dominate it through itself a
nodes:
* If node Y is already d
the next one;
* One creates a new
* Y become domir
e If U does not
otherwise U i

One eliminates
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APPLICATION OF BYZANTINE AGREEMET
TO THE INTRUSION DETEC

- Necessary and Sufficient conditions f
Byzantine Agreement Protocol tc
- Designing an Intrusion Detec
dev
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The key to such a sys_’g
The distributed Tri
The TTM serves thre

* Using a Trust Relat
system can be trust

» Using Byzantine

that have been cc
* Preventing the
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In SAFE, the Primary Security Mechanis
and maintenance of a Trust Relationship
This matrix, which is managed by the T

contains update informations on the
between all the nodes in the sy




Let’s see an example:

MNode Under Attack

Node his the t
Since there isr
the intruder i

before attem
Due to th

compromisi
intruder to




Such a topological constraint among
brings Significant Advantages ove

Once, the Intrusion Detect
then, well known solutio
are readily available.
This kind of solu -__
Manager
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Protocol (BA
agreement w
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THE BYZANTINE GENERALS P R

The Byzantine Generals Problem: |
There are several divisions of a Byza nt| f
camped outside an enemy city, ea
commanded by its own general.
The generals can communicate wi
only by messenger.
They must decide upon a
action. Some of the gener
trying to prevent the




THE BYZANTINE AGREEMENT PROTOCC

The Byzantine Agreement Protocol algorlt m i
designed to achieve consensus. a
Several processes achieve consensus if the
called the outcome;
The interface to consensus has tw
- allow a value, ;
- read the outcome.
A consensus algorithm t
processes know the outt ‘.,5"
Let’s substitute generals
the need to agree on w
a compromised node |
In SAFE there are -:.
intrusions. i
Each node runs an
to other nodes.
The message that is :




In this context, the nodes that can be trusted shou
which nodes are compromised and arrive to a con

A small number of nodes that have been c

cause the other nodes to adopt a wrong '

The Byzantine Agreement Protoco
and minimize the success of attac

we will assume
q |l
reliable and secu




Signed Message Algorithm (&

In the communication mechanism used by SAF' me

always possible determine the sender of a me
The BAP for signed messages is the Sign ed N
achieve consensus if at most n - 2 1
total of n nodes, in the following way
(1) The commander signs and
reach directly;

(2) Each node Ni:

(3)
signed mes
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It is also well noting that a compromised node will

above Signed Message Algorithm. For that matte
may collude with each other in an attempt 0 M
sane nodes. L

Collusion may take any of the follo
* Falsify signatures, i.e., use eac r C
authentication process; |

* forge messages; '

 Send incorrect values or n

At least (n-2) trusted a_*

the Byzantine Agreemen

This is true if and on







